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1 Introduction

Manywide-areasystemsarebeing,or haverecentlybeen,
constructedon the Internet. Theseservicesrangefrom
AFS[Howard88], whichprovidesagenericdistributedfile
service,to highly specific applicationssuchastheArchie
FTPlocationservice[Emtage92]andtheIndiedistributed
indexingtool [Danzig92]. We havedevelopedtheTattler
reliability monitoringtool [Long92] andtheRefdbmsbib-
liographicdatabasesystem[Golding92a].Otherpossible
servicesinclude distributing public cryptographickeys,
softwaredistribution, and resourcelocation for mobile
hosts.

Theseapplicationsshareseveralrequirements.Theyall
will beusedby millions of usersin all partsof theworld.
Theymustprovidetheseuserswith ahighly availableand
reliableservice,eventhoughtheInternetis neverwithout
partitionsandthe hostson which the serviceoperateare
unreliable. At the sametime, usersexpectfast response
whenusingtheapplicationÐcertainlyno worsethanre-
moteapplicationson a local-areanetworkprovide.Some
applicationsmustbeableto provideserviceto userswith
mobile computersthat havebeendisconnectedfrom the
network.

Replicationis theonly wayto meettheserequirements.
A replicatedservicecanprovidebetteravailability thana
singlehost,and it spreadsthe operationload over many
replicas. In a wide-areanetwork,replicascanbe placed
nearusersso communicationlatencyis nevertoo large.
Replicascanalsobeplacedon thelocal storageof a mo-
bile computer. Unfortunatelythis approachleadsto large
numbersof replicasÐweexpecthundredsor thousandsin
a systemthatplacesareplicain mostgeographicregions,
andpotentiallymillions if userscanplacereplicasontheir
disconnectablesystems.

Group communicationprotocolsarea convenientway
to implementreplicatedservices. We have found that
weakconsistencygroup protocols,which allow replicas
to diverge temporarily from one another, provide good
performancefor wide-areaapplications.

While all the applicationwe havementionedrequire
highdegreesof replication,theirsemanticsdiffer substan-
tially. The Archie serviceonly providesqueries,while
theTattlerandRefdbmsprovidebothqueriesandupdates.
The host reliability databasethat the Tattler collectshas
a very differentdatamodel thanthe bibliographicrefer-
encesmaintainedby Refdbms.Thesedifferencesallowed
us to usedifferentoptimizationswhenimplementingthe
systems.

We have taken a modular, object-orientedapproach
to constructingweak-consistencygroup communication

mechanisms.This approachusesframeworks( 1.2) to
build a mechanismthatcantakeadvantageof application
semantics.In theremainderof this sectionwe define the
kindsof systemswe aretrying to build, andtheassump-
tions we makeaboutprocesses,hosts,and the network.
We alsobriefly surveyrelatedgroupcommunicationsys-
temsandsystemsthatuseframeworks.In 2 we present
the frameworkwe havedevelopedfor wide-areagroup
communication,and introducethe Refdbmsand Tattler
systems.In 3 through 7 wedetaileachcomponent,how
it wascustomizedfor ourtwo applications,andtheadvan-
tageswe derivedfrom thecustomization.We presentour
conclusionsin 8.

1.1 Model
Thereplicasin areplicatedservicecoordinatetheiractivi-
tiesusinga replicationor groupcommunicationprotocol.
The two kinds of protocolssolve the sameproblem,but
replicationprotocolsaregenerallywrittenin termsof data
storedat multiple replicaprocesses,while groupcommu-
nicationprotocolareusuallyexpressedin termsof mul-
ticastcommunicationbetweengroupmemberprocesses.
Wehaveadoptedthelanguageof groupcommunicationin
our work.

Principalsaretheentitiesthatparticipatein groupop-
erations. Other termssuchassite, replica,process,and
serverhavebeenusedin othersystems,but we prefer a
termthathaslittle connotation.Principalsarepersistent:
oncecreated,theyprovidecorrectoperationuntil explic-
itly destroyed.Duringtheirexistence,however, theremay
be periodswhenthe principal appearsto stopcommuni-
cating. Traditionalprocesses,unlike principals,canfail,
perhapsbecausethehoston which theyexecutefails. A
persistentprincipalcanbecloselyapproximatedon a real
hostby a combinationof stablestorageanda mechanism
to restartaprocesswheneverit fails. ManyUnix network
services,suchasnameservicesor mail routing,behavein
just this way: they arecreatedafreshfrom dataon disk
everytime a hostrecovers.A Refdbmsprincipal,for ex-
ample,consistsof asetof programsanddatafilesondisk,
andanentryin thehostÕs inetd configurationtable.

Principalsareconnectedby a networkthatallowsany
pair of principalsto communicateaslong asthereareno
networkfailures. Thenetworkcanpartition,dividing the
principalsinto two or morenon-communicatingsubsets.
Gatewayfailure anddisconnectedmobile computersare
two commonsourcesof networkpartitioning.A principal
canalsobe partitionedfrom theotherswhenthehoston
whichit executeshascrashed.Weassumeall partitionsare
repairedin a finite but unboundedtime, meaningthatno
hostremainspermanentlydisconnectedfrom thenetwork
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andno network fault lastsforever. The Internetclosely
approximatesthisbehavior.

Thecombinationof eventualrepairandpersistentprin-
cipals implies that any principal can eventuallypassa
messageto anyotherprincipal. In pathologicalcases,as
when two mobile computersare neverconnectedat the
sametime, it may be necessaryto communicatethrough
otherprincipals. Theseconditionsaresufficient to make
distributedconsensuspossible[Turek92].

1.2 Frameworks
A frameworkis anobject-orienteddescriptionof thecom-
ponentsthatmakeupasystemandhowtheyareconnected.
It generalizesconceptssuchaslayereddesign,oftenused
in specifying network protocols,and structureddesign.
It is relatedto the Object-OrientedDesignmethodology
[Rumbaugh91]. A frameworkis usefulboth asa tool to
designcomponents,and asa methodfor sharingdesign
andcodingeffort betweenapplications.

A frameworkcomposesanumberof componentobjects
to form a completesubsystem. While it is possibleto
representframeworksas run-time objects,we will only
considerthemasdesignentitiesin thispaper.

An abstractframeworkdefinesasetof components,the
interfacesthey mustprovide,andhow they will be con-
nected.Eachcomponentis aninstanceof some(possibly
abstract)class. A concreteframework is derived from
an abstractoneby specifyinga concreteimplementation
of eachcomponent. When a concreteframework is to
be instantiated,an instanceof eachclassis createdand
connected.The frameworkthereforeservesasa way to
organizetheclasses.

The Choices object-orientedoperating system uses
frameworksto structurethe implementationof process
management,virtual memory, storage,andotherservices
[Campbell92]. The -kerneluseda similar ideato com-
bine componentsform a fast and efficient interprocess
communicationsubsystem[Peterson90]. Thismechanism
hasbeenusedto constructa modularsystemfor building
consistentgroup communicationprotocols [Mishra92].
TheSynthesisoperatingsystemusesrun-timecodesynthe-
sisto combineprotocolobjectsat run-time[Massalin89].

1.3 Group communication
A group communicationmechanismorganizesa set of
principals, acting as group members,into a distributed
group. The mechanismprovidesa group multicastpro-
tocol, by which eachmembercansenda messageto all
groupmembers.

Group communicationcan be used to implement a
replicated service using the state machine approach
[Schneider90]. Each group membermaintainsa copy
of thestatebeingreplicated.Operationson this stateare
multicastto thegroupmembers,causingeachmemberto
transformits copy of the statein the sameway asother
members.

Severalgroupcommunicationprotocolshavebeende-
veloped.Many of theseprotocolsprovidestrongconsis-
tencyguarantees,usuallyprovidingone-copyserializabil-
ity (1SR)sothatthegroupmembersbehaveasif theywere
a singlelogicalprincipal. SomeprotocolssuchastheIsis
ABCAST protocol [Birman87] ensurethat everyprinci-
pal receiveseveryupdatemessage,so that thereis never
any differencebetweengroup members. Othersallow
somedivergence,aslong asit doesnot violate 1SR:the
Isis CBCAST protocol[Birman90] andthe Psyncproto-
col [Mishra89] providecausalconsistency[Lamport78],
while voting protocols[Gif ford79] ensurethata majority
of themembersperformtheupdate.

Protocolsthat provide 1SR cannotscaleto the large
numbersof group membersthat are requiredfor wide-
areasystems.Whena client sendsan operationrequest
messageto thegroup,thegroupcannotreplyuntil at least
a largefractionof thegrouphascommittedtheoperation.
Theseprotocolsallow someclassesof operationsto in-
volve fewer membersthanothers,but someoperationin
everysystemmustrequirethe synchronousparticipation
of at least membersfrom a membershipof size .
Synchronousoperationsare not possiblewhen the net-
work canpartitionor whensystemscanbedisconnected.
Theyareinfeasiblewhencommunicationlatencyis long:
an exchangeof messageson the Internetcan requireas
muchastwo seconds.

Protocolsthat relax their serializabilityguaranteescan
scaleto large groups. Weak consistencyprotocolspro-
vide no serializability guarantees[Golding92a]. These
protocolsallow membersto differ for a while, as long
as every membereventuallyreceivesand actson every
updatemessage. Any client requestcan be processed
by any singlemember, andthe resultingupdatemessage
propagatedasynchronouslyto othergroupmembers.This
approachwasfirst formalizedin theepidemicreplication
protocolsusedin the Xerox Clearinghousenameservice
[Demers88]. TheLazyReplicationsystem[Ladin91]pro-
videda combinationof weakandcausalconsistency.

We have developed the timestampedanti-entropy
(TSAE)protocol,whichprovidesefficient,reliablepropa-
gationof updatemessagesthroughoutthegroup.Like the
protocolsusedin theClearinghouse,membersperiodically
contacteachotherandexchangemessages.Unlike other
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FIGURE 1: Constructinggroupmembersandclientsusing
frameworks.

weakconsistencyprotocols,TSAE maintainssummaries
of themessageseachprincipalhasreceivedandacknowl-
edged,andusesthis informationto optimizecommunica-
tion. It ensuresthat everymessageis reliably delivered
exactlyonceto eachmember, andthateverymembercan
determinewhenothermembershavereceivedthemessage
Ðallowing messagelogsto bemaintainedcorrectly. Un-
like othergroupcommunicationsystems,theTSAE pro-
tocolonly requiresweakly-consistentmembershipviews.
WehavedescribedtheTSAEprotocolanditsperformance
in moredetailin otherwork [Golding92a].

2 Framework
We haveusedan abstractframeworkto designand im-
plementweak-consistencygroupcommunicationmecha-
nismsbasedon the TSAE protocol. This frameworkis
only part of a completeapplication. A completegroup
memberwould also include a frameworkfor communi-
catingwith clients. Figure1 showshow groupmembers
andclientsmightbestructured.

Thegroupcommunicationframeworkprovidestwo in-
terfaces. The first usesa lower-level network protocol
to exchangemessageswith other principals. The other
acceptsnew messagesfrom the applicationanddelivers
messagesto it. Theapplicationappliestheoperationsin
deliveredmessagestoupdatethelocalcopyof groupstate.

TheapplicationmaintainstheprincipalÕscopyof group
state. The semanticsof the group statedeterminethe
guaranteesthatthegroupcommunicationmechanismmust
provide,andhencethe implementationsthatcanbeused
for eachcomponentin themechanism.

Thegroupcommunicationframeworkhasfive compo-
nents,as shown in Figure 2: a messagelog; message
delivery; messageordering; andgroupmembershipand
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FIGURE 2: A frameworkfor constructinga group
communicationsystem.Eachprincipalin thegroupincludesan
instanceof this framework,in theform of objectsinstantiated
from concreteimplementationclasses.

associatedmembershipviewcomponents.An instantiated
frameworkincludesoneinstanceof eachcomponent.

The messagedeliverycomponentimplementsa multi-
castcommunicationservicethatexchangesmessageswith
otherprincipals.It decodesincomingmessagesandwrites
themto the messagelog, from which they will be deliv-
eredto theapplicationor groupmembershipcomponent.
We assumethat this componentusesthe TSAE weak-
consistencyprotocol.

Thegroupmembershipcomponentmaintainsthelocal
view of the set of the principals that are in the group.
When the set changes,perhapsbecausesomeprincipal
hasjoinedthegroup,this componentcommunicateswith
thegroupcomponentsatotherprincipalsbysendinggroup
updatemessagesthroughthemessagelogandthemessage
deliverycomponent.

Thenetworkandthemessagedeliverycomponentcan
reordermessagesarbitrarily. Themessageorderingcom-
ponentprocessesthestreamof incomingmessageswritten
to the log to ensurethey arepresentedto the application
in a sensibleorder. This stepmayrequiredelayingsome
messagesuntil the orderingcomponentcancorrectlyes-
tablishtheorder. To ensurethis is possible,theordering
componentalsoprocessesoutgoingmessagesso that the
orderingcomponentsatotherprincipalswill haveenough
informationtoproperlyordermessages,usuallyby adding
a headerto eachmessage.Severalorderingsarepossible,
dependingon thecomponentimplementationselected.

A typical communicationmight proceedasfollows: a
groupmemberreceivesan updaterequestfrom a client,
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andtranslatestherequestinto agroupmessage.Themes-
sageis given to themessageorderingcomponent,which
addsa headercontainingorderinginformationandstores
themessagein the log. Sometime later themessagede-
livery componentsendsthemessageto otherprincipals.

At anotherprincipal, the messageis receivedby that
principalÕs messagedeliverycomponentandis written to
themessagelog. Eventually, themessageorderingcom-
ponentcandeterminefrom thelog andgroupstatethatthe
messagecanbedeliveredto theapplication.Theapplica-
tioncomponentthenupdatesitscopyof thestateaccording
to thecontentsof themessage.

3 The application
The applicationmaintainsthe principalÕs copy of group
state.The statehasa logical datamodel,whetheror not
the principals actually store the data. The data model
defines the datato be shared,the operationsto be per-
formedon thatdata,andcorrectnessconstraintsthatmust
be maintained. The model determineswhat guarantees
must be provided by the group communicationframe-
work andthereforewhatimplementationscanbeusedfor
its components.

Someoperationscantolerateinconsistentor out-of-date
information. For example,updatinga hostaddressin a
distributednameservicedoesnot require knowing the
previousaddress,andit is not necessaryfor everyreplica
in theserviceto observethechangeimmediatelyaslong
thechangeis propagatedwithouttoomuchdelay. If every
operationon the group statecan tolerateinconsistency,
thenthemessagedeliverycomponentcanbeimplemented
with aprotocolthatprovidesweakconsistency.

Theoperationsallowedon thedatacandictateapartic-
ular messageordering.If all operationsarecommutative,
that is, if theycanbeappliedin any orderwith thesame
net result,themessageorderingcomponentneednot im-
poseanorderon themessagesspecifyingtheoperations.
It is morelikely thatoperationswill be order-dependent,
in whichcasea totalmessageorderwill ensurethatevery
principalcomputesthesameresultfor eachoperation.

If operationsareorder-dependentandmessagesarede-
livered eventually, the applicationwill needto provide
mechanismsfor detectingandresolvingconflicting mes-
sages.For example,oneprincipal could senda message
changingthe stateto onevalue,and anothercould con-
currentlysenda messagechangingit to a differentvalue.
Local-areadistributedsystemscan use locking mecha-
nismsto avoidconflicts,butmanywide-areaapplications
cannotwait for agloballockingoperationbeforeperform-
ing anupdate.Instead,principalsmakeoptimisticupdates

thatmustbecheckedbeforetheyareappliedto thedata-
base. A messageorderingimplementationthat delivers
messagesin atotalordercanprovideabasisfor consistent
conflict detection.

Someapplicationsrequirethat thedatacontainunique
identifiers. Unique identifiers are a commonsourceof
updatecollisions in weakly consistentsystems,because
differentprincipalscanusethesameidentifier in different
ways. In somecasesidentifiers can be generatedinter-
nally, but in othercasestheymustbeprovidedby theuser.
Theirpresencecanalsodeterminewhethertwogroupscan
mergetheir state.

The shareddatamay includeexplicit versionor time-
stampinformation.If theydo,it maybepossibletoresolve
updateconflicts without requiring strict messageorder-
ings,andtheorderingcomponentmaynotneedto append
timestampinformationto messages.

3.1 The Refdbms application
The Refdbms3.0 systemimplementsa distributedbibli-
ographicdatabase.A Refdbmsdatabaseconsistsof a set
of references,eachwith an internaluniqueidentiÞer and
a tag like Smith91 that humanscan useto namea ref-
erence. At all timesthe internal identifier is guaranteed
to be unique. The tag shouldbe unique,but this is not
guaranteedfor newly-addedreferencesuntil all principals
holdinga replicaof thedatabasecanobserveandresolve
conflicting updates.Thereferencesareindexedby thetag
andby aninvertedindexof contentkeywords.

Three operationscan update the database: adding,
changing,anddeletingreferences.Theupdateoperations
areneithercommutativenor idempotent,meaningthatev-
eryupdateoperationmustbeperformedexactlyonce,and
in exactlythesameorderby everyprincipal, if thedata-
basesaretoreachagreement.Thissuggeststhatamessage
delivery componentshoulddeliver updatemessagesin a
totalorder, andthatmessagesshouldbedeliveredreliably.

Userscan also searchfor references. Searchesneed
not return completelycurrent information, as long as a
searchwill eventuallyreflectanyupdate.Thisimpliesthat
eventualmessagedelivery is acceptablein the message
deliverycomponent.

Refdbmsis implementedasasetof programsthatcom-
municateovertheInternetusingTCP(seeFigure3). Users
cansubmitoperations,which arewritten asmessagesto
a log. From time to time the messagedelivery program
propagatesthesemessagesto anotherreplicaby connect-
ing to a daemonthere,which in turn writes the update
messageto its log. Groupmembershipchangesareex-
changedat thesametime. Themessagedeliveryprogram
anddaemontogetherform themessagedeliveryandgroup

4



Message delivery
daemon

Message delivery
program

Post

Database

Log

Delete

Change

Add

Search

Other

principals

FIGURE 3: Structureof a Refdbmsprincipal.Thesystemuses
reliableeventualdelivery, implementedin themessagedelivery
programanddaemon,andtotalmessageordering,implemented
in thepostingprogram.

membershipcomponents.Themessageorderingcompo-
nent is containedin a postingprogramthat periodically
determineswhatupdatescanbedeliveredto thedatabase.

Usersat differentsitescansubmitconflicting updates.
Therearethreesourcesof conflict: addingtwo different
referenceswith the sametag; changingonereferencein
twodifferentways;or deletingareferencethensubmitting
anotheroperationon it to a differentprincipal. Dif ferent
techniquesareusedtodetect,resolve,andavoideachkind
of conflict. All of the techniquesmakeuseof messages
beingdeliveredin the sameorderat everyprincipal and
reliable,exactly-oncemessagedelivery.

3.2 The Tattler system
TheTattlersystemis adistributedavailabilitymonitorfor
theInternet[Long92]. It monitorsa setof Internethosts,
measuringhow oftentheyarerebootedandwhatfraction
of thetimetheyareavailable.Themeasurementsaretaken
from severaldifferentnetworksitesto minimizetheeffect
of networkfailureontheresults,andtomakethesampling
mechanismvery reliable.

Eachmeasurementsite runs a tattler, which samples
host uptimesand sharesthesemeasurementswith other
tattlers.Collectivelythetattlersmaintaina list of hoststo
monitorandcollectstatisticsonthem.Theclientinterface
allows hoststo be addedor deletedfrom this list. The
recordedstatisticsconsistof a sequenceof tuplesof the
form hostaddress,boottime,sampletime for eachhost
beingmonitored. Eachtuple representsone interval the
hostwasknownto beavailable.

Only oneoperationupdatesaTattlerdatabase:merging
a setof samples. A samplethat is beingmerged into a

Client
interface

Polling
daemon

Data base
daemon

Tattler
daemon

Other
tattler

daemons

FIGURE 4: Structureof a Tattler.

databasewill eitherbe disjoint from everyothersample
recordedfor thesamehost,or it will overlapwith another
sample. If it overlaps,the two samplesare combined.
Otherwise,thehosthasbeenrebootedanda newinterval
hasbegun.

Eachtime a tattler obtainsa new sample,it logically
multicaststhe sampleto other tattlers. Samplemerging
is commutativeand idempotent,so different operations
cannotconflict and messageordering is unimportantas
long asmessagesaredeliveredreliably. However, unlike
Refdbms,theTattlerdoesnotexplicitly implementames-
sagelog. The databasecontainsall the informationthat
wouldbemaintainedin themessagelog,sotheimplemen-
tationsof themessageorderinganddeliverycomponents
canwork directly from thedatabase.

Eachtattler is composedof four parts: a client inter-
face,a polling daemon,a databasedaemon,anda tattler
daemon.Figure4 showsthis structure.Thepolling dae-
monproducessampleobservations.It takessamplesat a
specified rate,andcanbe requestedto startor stopsam-
pling using the client interface. The data basedaemon
providesstablestoragefor sampleobservations(from the
polling daemon),andmeta-datafrom the client interface
andthe tattlerdaemon.All of thegroupcommunication
componentsareimplementedin thetattlerdaemon,which
exchangessamples,hostlists, andmembershipinforma-
tionbetweentattlersitesusingareliable,eventualdelivery
protocol.

4 Message delivery
The messagedelivery componentfills a function similar
to thetransportlayerin theISOlayerednetworkmodel,in
that it exchangesmessageswith otherprincipalswithout
interpretingmessagecontents.In our groupcommunica-
tion framework,it retrievesmessagesenteredinto a mes-
sagelog by othercomponentsandtransmitsthemto other
principals.

The delivery componentprovidesguaranteeson mes-
sagereliability andlatency. Thereliability guaranteede-
termineswhichprincipalsmustreceiveacopyof themes-
sage,andlatencydetermineshow long deliverywill take.
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TABLE 1: Possiblemessagedeliveryreliability guarantees,from
strongestto weakest.

Kind Guarantee

Atomic Messageis either deliveredto every
groupmember, or to none.Messageis
abortedif anygroupmemberfails.

Reliable Deliveredto every functioninggroup
memberor tonone,butfailedmembers
neednot receivethe message.If the
senderfails,deliveryis notguaranteed
butmayoccur.

Quorum Deliveredto at leastsomefractionof
the membership. If the senderfails,
deliveryis notguaranteed.

Besteffort Delivery attemptedto everymember,
butnoneareguaranteedto receivethe
message.

There are severalpossiblemessagereliability levels,
rangingfrom atomic to besteffort, as listed in Table 1.
Reliablemechanismsgenerallyrequireextrastateateach
principalandinducemoremessagetraffic thanunreliable
ones.Theyrequirethesenderto retainacopyof themes-
sagein itsmessagelogsothemessagecanberetransmitted
if necessary, andtheyrequirereceiversto acknowledgein-
comingmessages.Besteffort mechanismsneednot keep
a copyof themessage.

Reliabledelivery wasusedfor both Refdbmsand the
Tattler. Reliabledeliveryisessentialfor Refdbms,because
evena single lost messagecan causesomeprincipal to
missanupdateandpermanentlydiverge from theproper
value. Reliability is lessessentialfor theTattler, because
thatsystemcanrecoverfrom a lostmessagethenexttime
two databasesaremerged.

Messagelatencycomplementsreliability: it determines
howlongprincipalsmayhavetowait to receiveamessage
if it is deliveredto them.Therearetwo aspectsto latency:
whenthedeliveryprocessbegins,andwhenit ends.The
processcan either begin immediately, or messagescan
be queuedfor later delivery. Oncestarted,delivery can
completein eitheraboundedtime,or eventually. Thefour
combinationsarelisted in Table2. Otherguaranteescan
beusedthatfall betweentheoneslisted.

Eventualdelivery was usedin both systemsbecause
synchronousor interactivedeliverycanseverelylimit fault
tolerance.In particularit makesthe systemlesstolerant
of networkpartitionsandsitefailures. If messagescanbe

TABLE 2: Possiblemessagedeliverylatencyguarantees.

Kind Guarantee

Synchronous Delivery begins immediately, and
completeswithin a boundedtime.

Interactive Deliverybeginsimmediately, butmay
requireafinitebutunboundedtime.

Bounded Messagesmay be queuedor delayed,
but delivery will completewithin a
boundedtime.

Eventual Messagesmay be queuedor delayed,
andmayrequireafinitebutunbounded
time to deliver.

delayed,theycanbedeliveredafterthenetworkor system
failurehasbeenrepaired.TheInternetis essentiallynever
without partitions, and mobile computersmay spenda
substantialfractionof thetimedisconnected.

Eventualdeliveryalsoallowsthesystemto delaymes-
sagesuntil inexpensivecommunicationis available.This
might meanwaiting to transmitmessagesuntil evening
when the network is less loaded. Some mobile sys-
temsspendlongperiodsÒsemi-connectedÓthroughalow-
bandwidthwirelesslink, andit maybemoreeffective to
wait to transmitmessagesuntil thesystemis reconnected
to a higher-speedlink.

While bothRefdbmsandtheTattleronly provideeven-
tualdelivery, bothsystemsaremostconvenientwhenup-
datespropagatequickly. The Tattler takesstepsto in-
creasethepropagationrateonobservingchangesto group
membershipor the list of monitoredhosts. This propa-
gatesimportantchangesquickly, while ordinaryupdates
arepropagatednormally.

Reliableeventualdelivery providesweakconsistency.
Everyupdatetogroupstateisencodedin amessage,which
isdeliveredtoeveryprincipal.While themessageisbeing
sent,someprincipalswill havereceivedthemessagewhile
otherswill not. This inconsistencybetweenprincipalsis
removedwhendeliverycompletes.

Wehavedevelopedthetimestampedanti-entropyproto-
colasoneimplementationof themessagedeliverycompo-
nent. It providesreliable,eventual,exactly-oncemessage
delivery in wide-areadistributedsystems.We havedis-
cussedthisprotocolin detailin otherworks[Golding92a].
It maintainsasummaryof themessagesandacknowledg-
mentsit hasreceived,andperiodicallyexchangesbatches
of messagesbetweenpairsof principals. Thesummaries
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maketheexchangeefficientby allowingeachprincipalto
sendonly themessagestheotherhasnot yet received.It
maskstransientfailuresby periodicallyretryingmessage
exchanges,which makesit ideal for the Internetandfor
mobilecomputing.

5 Message log
Therearetwodifferentmodelsfor storingandtransmitting
messages.In thefirstmodel,eachmessageis enteredinto
a messagelog, sentto otherprincipals,andlater applied
to thegroupstateby eachprincipal. Alternately, it canbe
immediatelyappliedto thegroupstateandits effectscan
be loggedand transmittedto otherprincipals. Refdbms
usesa componentthat implementsa messagelog, while
in the Tattler this componentis replacedby an interface
directly to thesampledatabase.

Messagelogsaresimple. Everyupdateoperationpro-
ducesone updatemessage,which is then sent to every
groupmember. After themessagearrivesat otherprinci-
pals,its operationcanbeappliedto thegroupstate.The
messagescan be taggedwith timestampinformation so
that any orderingis possible. The group stateneednot
includeanyextrainformationto ensurethat themessage
orderingcomponentcanestablishtheright order.

Propagatingeffects ratherthan updatesis more com-
plex,but it canbeamoreefficientsolutionwheneventual
delivery is allowable. If a part of the groupstateis up-
datedvery often, the resultsof severaloperationscanbe
collapsedinto a singleresult. That resultcanbe sentto
otherprincipals,ratherthanonemessagefor eachopera-
tion.

Sincethereareno messages,the groupstatemust in-
cludeorderingor timestampinformation. In the Tattler
eachsamplecontainsa timestamp. When updatesare
propagatedfrom one principal to another, samplesare
exchangedand merged into the other database. In the
Tattler, the sampletimestampis usedjust as a message
timestampwould be. A samplein the databasemay re-
flectthemergingof severalmeasurements,sotherecanbe
fewer samplessentbetweenprincipalsthanif eachmea-
surementwereloggedindividually. Somesystemsthatuse
stateexchangecanalsotoleratesomelostÒmessagesÓbe-
causethevaluecanbeobtainedfrom a differentprincipal
in a laterupdateexchange.

Unfortunately, manyapplicationscannotusestateex-
change.It is impossibleto constructglobalorderingson
updatesbeforethey are appliedto the databasebecause
updatesare alwaysappliedimmediately. In the Tattler,
neitherthemessagelog nor themessageorderingcompo-
nentexist. In somedistributedsystems,suchasRefdbms,

updateconflicts cannotbe resolvedwithout global mes-
sageorderings.Otherapplicationssimplycannotmaintain
thenecessaryinformationin their groupstate.

Deleting items from the group staterequiresspecial
considerationwhenmessagelogsarenot used. Deletion
shouldbeastableproperty:onceanitemhasbeendeleted,
it shouldremainso forever. The item shouldnot sponta-
neouslyreappear, thoughof coursea new item with the
samevaluecould be addedby an application. A record
of the deletionmustbe maintaineduntil thedeletionhas
beenobservedby all principals,so that no principal can
misstheoperationandre-introducetheitemto otherprin-
cipals. In the Clearinghousetheserecordswere called
deathcertiÞcates[Demers88], while the Bloch-Daniels-
Spectordistributeddictionaryalgorithm[Bloch87] places
timestampson the gapsbetweenitemsaswell ason the
items themselves.The Tattler usesthe deathcertificate
approachto trackhoststhatshouldno longerbepolled.

6 Message ordering
The messageorderingcomponentis responsiblefor en-
suringthatmessagesaredeliveredto theapplicationin a
well-definedorder. This ordermaybedifferentfrom the
order in which messagesare received. For example,an
applicationshouldreceiveupdatesto adatabaserecordaf-
ter themessagecreatingtherecord.Evenif themessages
were sent in the right order, they may be rearrangedin
transitandarriveat their destinationin a differentorder.

Table3 lists thefour mostcommonmessageorderings.
Someof theseensurethatmessagesaredeliveredto every
principalin thesameorder. Otherorderingsrespectpoten-
tial causality: if thereis any possibility that the contents
of onemessagedependontheeffectsof anothermessage,
theorderingcomponentguaranteesthattheothermessage
will bedeliveredfirst.

The Tattler doesnot requirea messageorder because
theoperationof mergingasampleinto thedatabaseis not
order-dependent.A samplerepresentsa rangeof times
thatahostwasknownto becontinuouslyavailable.When
a newsampleis to beprocessed,it will eitheroverlapan
existingsample,in which casethetwo will becombined,
or it representsa newrange.

The operationson a Refdbmsdatabase,on the other
hand,areorder-dependent.Thevalueof a referenceis the
valueof thelastupdateappliedto it. For two principalsto
recordthesamevaluefor areference,theymustapplythe
sameupdatesin thesameorder. In Refdbms,theordering
componenttagseachupdatemessagewith a timestamp
from its originatorÕs clock. Messagesarethenappliedto
thedatabasein timestamporder. This techniquecorrectly
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TABLE 3: Fourpopularmessageorderingguarantees.

Kind Guarantee

Total,causal The strongestordering. Messages
are delivered in the same order at
every principal, and that order re-
spectspotential causal relations be-
tweenmessages.

Total,noncausal Messagesare delivered in the same
order at every principal, but that or-
der may not alwaysrespectpotential
causalrelations.

Causal Messagesaredeliveredin anorderthat
respectspotentialcausalrelations. If
twomessagescouldbecausallyrelated
theyaredeliveredin thesameorderat
everyprincipal. If they arenot, they
maybedeliveredin differentorders.

Unordered Messagesaredeliveredwithoutregard
for order.

producesa total (butnot causal)messageorderaslongas
everyprincipalhasaccessto a local clock that is loosely
synchronizedwith other clocks. This schemeis biased
sothatmessagesfrom principalswhoseclockslagbehind
otherswill always be applied before thosewith faster-
running clocks. Clocks on Internethostsare generally
synchronizedto within a few minutes.Themeaninterval
betweenconcurrentupdatesis generallymuchlarger, so
thisbiashaslittle effect.

A messageorderingmechanismcan be evaluatedby
the amountof extra information that must be appended
to messages,by the amountof stateeachprincipal must
maintain,andby thedelayit imposesbetweenreceiptand
delivery. Somecausally-consistentmechanisms,suchas
Psync[Mishra89], requirethatmessagesbetaggedwith a
numberof timestampsor messageidentifiers.Totalorder-
ingscanbeaccomplishedwith a per-principalcounteror
timestamp,thoughthe resultingorderwill not be causal
unlessthecounteror timestamprespectscausality.

Messageorderingcanrequiredelayingupdatesfor ex-
tendedperiods. Users,on the other hand,may needto
usethe resultsof an updateimmediately. Refdbmsre-
solvesthis by makingrecentdatabasechangesavailable
in a pendingimageof a reference.If thereareconflicting
updates,the contentsof the pendingimageare only an
approximationof thefinal reference.Thependingimage
is removedwhenthereareno updateoperationspending

for thereference.Thependingimagecanberetrievedby
providing a tag of the form Smith92.pending. This al-
lows citationsof pendingreferencesto beembeddedin a
LATEX documentor sentto anotheruserby electronicmail.

Our performanceevaluations[Golding93]haveshown
that the simple total orderingusedin Refdbmsdoesnot
substantiallydelay messagedelivery on average. Mes-
sagesare delayedat most by the maximum difference
betweenclocks,plus thedelaybetweenreceivinga mes-
sageandreceivingagreaterorequaltimestampfromevery
othergroupmember.

7 Group membership
This componentis responsiblefor maintainingthe local
view of the principalsthat makeup the group. As with
updatestoapplicationstate,changestomembershipviews
arepropagatedeventuallyfrom onegroupmemberto an-
other, which allowstheoperationsof addingandremov-
ing group membersto scaleto very large groups. This
approachcan be contrastedto other group membership
systemssuch as Isis or Psync,which maintain consis-
tent group views and requiresynchronousoperationsto
changethe group membership. Persistentgroup mem-
bersfurther simplify groupmanagementbecausefailure
of groupmembersneednot beconsidered.

Therearetwo fundamentallydifferentmodelsfor group
membership,dependingon whethergroupmembershipis
basedon a join/leaveprotocolor whetherit is a process
of discoveringgroup members. The first mechanismis
usedin many existing systems,including Isis, Arjuna,
mostreplicationprotocols,andour systems.Thesecond
mechanismhasbeenproposedby Cristian [Cristian91],
andworksby discoveringwhatprincipalsbelievetheyare
members. It generallyrequiresglobal broadcast,which
is infeasiblein networksthe size of the Internet. This
mechanismis not consideredfurther.

Principalsjoin and leavethe group by executingjoin
andleave protocols.To join thegroup,theprincipalcon-
tactsanexistingmember, whichactsasthenewmemberÕs
sponsor. The sponsorfirst addsthe new memberto its
local groupview, sendsan updatemessageto thegroup,
thensendsacopyof itsapplicationstate,messagelog,and
groupview to thenewmember. A principalis considered
to beamemberwhenit andits sponsorcommittheir their
changedgroupviews. To leavea group,a membersends
an updatemessageto the group indicating its intent to
leave.Whenatleastoneothermemberhasacknowledged
the message,the membercandestroyits state. Between
sendingthe messageandreceivingthe acknowledgment
the memberentersa specialstatewhereit cannotorig-
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inatemessages,but doesexchangemessageswith other
members.We haveproventhat this approachis correct
whencomposedwith the TSAE messagedelivery proto-
col [Golding92b,Golding92a].Wehavealsodevelopeda
variantontheseprotocolsthatallow two groupsto merge.

Ourexperiencewith thisgroupmembershipmechanism
in Refdbmsis generallypositive. It usesthe join-leave
implementationbecausethereis nosensiblewayto merge
two databases.The Tattler usesthe implementationthat
allows group merges becauseits samplingoperationis
basedonmerging sampleresults.

In somesystemsthesegroup view updatemessages
areprocessedby themessageorderingcomponentsothat
groupchangesareorderedwith respecttoapplicationmes-
sages.For example,everymembercanobservea princi-
pal joining the group at the samepoint in the message
sequence.In theRefdbmsandTattlersystems,however,
this sort of consistencyis not importantbecausenoneof
theoperationson groupstatedependon themembership.
Thereforegroup messagesare deliveredindependentof
applicationupdatemessages.

8 Conclusions
TheRefdbmsandTattlerapplicationshavebeenbuilt and
are running on the Internet. They representtwo of the
manykindsof wide-areaapplicationsthatarelikely to be-
comeavailablein thenextseveralyears.Bothapplications
were constructedas a collectionof principalsorganized
into a weak-consistencyprincipalgroup.

Wehavedevelopedaframeworkfor constructinggroup
communicationmechanisms.The frameworkconsistsof
an application,which definesthe semanticsof the state
sharedamongthegroup;a messagedeliverycomponent,
which communicatesmessagesfrom onememberto an-
other;amessagelog,whichstoresthemessagesuntil they
havebeendeliveredto thegroup;amessageorderingcom-
ponent,whichassemblestheincomingstreamof messages
into acoherentorderanddeliversthemto theapplication;
anda groupmembershipcomponent,which maintainsa
view of themembership.

We constructedcustomgroupcommunicationfor both
applicationsusing our framework. This allowed us to
matchthegroupsemanticsto theapplication,enablingus
to identify whichcomponentsrequiredstrongguarantees,
andwhichcouldbeimplementedusingrelaxedguarantees
for better performance. In Refdbms,for example,the
messageorderingcomponentmustdelaymessagessothey
canbe totally ordered,while the orderingcomponentin
theTattlerdeliversmessagesassoonastheyarereceived.

Eventuallywe expectthis work to lead to a general-
purposetoolkit, but evennow it providesa structurefor
reasoningaboutand designingapplications,and it is a
valuablealternativeto ad hoc applicationconstruction.
Somemodular architectureof this sort is necessaryif
wide-areadistributedapplicationsaretobecomecommon,
efficient,andeasyto construct.
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