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1 Introduction

Many wide-areasystemsrebeing,or haverecentlybeen,
constructedon the Internet. Theseservicesrangefrom
AFS[Howard88, whichprovidesageneridistributedile
service,to highly specfic applicationssuchasthe Archie
FTPlocationservicel Emtage92andthelndie distributed
indexingtool [Danzig93. We havedevelopedhe Tattler
reliability monitoringtool [Long92] andthe Refdbmdbib-
liographicdatabaseystem[Golding92a]. Otherpossible
servicesinclude distributing public cryptographickeys,
software distribution, and resourcelocation for mobile
hosts.
TheseapplicationshareseverarequirementsTheyall
will beusedby millions of usersin all partsof theworld.
Theymustprovidetheseuserswith ahighly availableand
reliableservice eventhoughthe Internetis neverwithout
partitionsandthe hostson which the serviceoperateare

mechanisms. This approachusesframeworks(§1.2) to

build amechanisnthatcantakeadvantagef application
semantics.In the remainderof this sectionwe define the

kinds of systemswe aretrying to build, andthe assump-
tions we makeaboutprocesseshosts,and the network.

We alsobriefly surveyrelatedgroupcommunicatiorsys-
temsandsystemghatuseframeworks.In §2 we present
the framework we have developedfor wide-areagroup
communication,and introducethe Refdbmsand Tattler

systemslin §3 through§7 we detaileachcomponenthow

it wascustomizedor ourtwo applicationsandtheadvan-
tageswe derivedfrom the customization We presenour

conclusionsn §8.

1.1 Model

Thereplicasin areplicatedservicecoordinatetheir activi-
tiesusingareplicationor group communicatiorprotocol.
Thetwo kinds of protocolssolve the sameproblem,but

unreliable. At the sametime, usersexpectfast response replicationprotocolsaregenerallywrittenin termsof data

whenusingthe applicationb certainly no worsethanre-
moteapplicationson a local-areanetworkprovide. Some
applicationanustbe ableto provideserviceto userswith

mobile computergsthat have beendisconnectedrom the
network.

Replicationis theonly way to meettheserequirements.
A replicatedservicecanprovidebetteravailability thana
single host,and it spreadshe operationload over many
replicas. In a wide-areanetwork, replicascan be placed
nearusersso communicationatencyis nevertoo large.
Replicascanalsobe placedon the local storageof a mo-
bile computer Unfortunatelythis approacHeadsto large
numbersof replicasbwe expecthundredsr thousandsn
asystemthatplacesareplicain mostgeographiaegions,
andpotentiallymillions if userscanplacereplicasontheir
disconnectablsystems.

Group communicatiorprotocolsare a convenientwvay
to implementreplicatedservices. We have found that
weak consistencygroup protocols,which allow replicas
to diverge temporarily from one anothey provide good
performancdor wide-areaapplications.

While all the applicationwe have mentionedrequire
highdegree®f replication their semanticsliffer substan-
tially. The Archie serviceonly providesqueries,while
theTattlerandRefdbmsprovidebothqueriesandupdates.
The hostreliability databasehat the Tattler collectshas
a very differentdatamodelthanthe bibliographicrefer
encegnaintainedy Refdbms.Thesedifferencesallowed
usto usedifferentoptimizationswhenimplementingthe
systems.

We have taken a modulay object-orientedapproach
to constructingweak-consistencygroup communication

storedat multiple replicaprocessesyhile groupcommu-
nicationprotocol are usually expressedn termsof mul-
ticastcommunicatiorbetweengroup memberprocesses.
We haveadoptedhelanguagef groupcommunicationn
ourwork.

Principals arethe entitiesthat participatein group op-
erations. Othertermssuchassite, replica, processand
serverhavebeenusedin other systemsput we prefera
termthathaslittle connotation.Principalsarepersistent:
oncecreatedthey provide correctoperationuntil explic-
itly destroyed Duringtheirexistencehowevertheremay
be periodswhenthe principal appeargo stopcommuni-
cating. Traditionalprocessesunlike principals,canfail,
perhapshecausehe hoston which they executefails. A
persistenprincipalcanbecloselyapproximatedn areal
hostby a combinationof stablestorageanda mechanism
to restarta processwvheneveiit fails. Many Unix network
servicessuchasnameservicer mail routing,behaven
just this way: they are createdafreshfrom dataon disk
everytime a hostrecovers.A Refdbmsprincipal, for ex-
ample consistof asetof programsanddatafilesondisk,
andanentryin the host®inetd corfigurationtable.

Principalsare connectedy a networkthatallows any
pair of principalsto communicateslong asthereareno
networkfailures. The networkcanpartition, dividing the
principalsinto two or more non-communicatingubsets.
Gatewayfailure and disconnectedanobile computersare
two commonsourcef networkpartitioning. A principal
canalsobe partitionedfrom the otherswhenthe hoston
whichit executefiascrashed Weassumall partitionsare
repairedin a finite but unboundedime, meaningthatno
hostremainspermanentlhdisconnectedrom the network



and no networkfault lastsforever The Internetclosely
approximateshis behavior

The combinationof eventuakepairandpersistenprin-
cipals implies that any principal can eventually passa
messagéeo any otherprincipal. In pathologicalcasesas
whentwo mobile computersare neverconnectedat the
sametime, it may be necessaryo communicatehrough
otherprincipals. Theseconditionsare sufficientto make
distributedconsensugpossiblg[ Turek93.

1.2 Frameworks

A frameworkis anobject-orientediescriptiorof thecom-
ponentshatmakeupasystemandhowtheyareconnected.
It generalizegonceptsuchaslayereddesign,oftenused
in specifying network protocols, and structureddesign.
It is relatedto the Object-Orienteddesignmethodology
[Rumbaugh9l A frameworkis usefulbothasa tool to
designcomponentsand as a methodfor sharingdesign
andcodingeffort betweerapplications.

A frameworkcomposeanumberof componenbbjects
to form a completesubsystem. While it is possibleto
represenframeworksas run-time objects,we will only
considerthemasdesignentitiesin this paper

An abstractrameworkdefinesa setof componentsthe
interfacesthey mustprovide, and how they will be con-
nected.Eachcomponents aninstanceof some(possibly
abstract)class. A concreteframeworkis derived from
an abstractone by specifyinga concreteimplementation
of eachcomponent. When a concreteframeworkis to
be instantiated an instanceof eachclassis createdand
connected.The frameworkthereforeservesasa way to
organizetheclasses.

The Choices object-orientedoperating system uses
frameworksto structurethe implementationof process
managementirtual memory storageandotherservices
[Campbell92]. The z-kerneluseda similar ideato com-

Group communicationcan be usedto implementa
replicated service using the state machine approach
[Schneider9D Each group membermaintainsa copy
of the statebeingreplicated. Operationson this stateare
multicastto the groupmemberscausingeachmemberto
transformits copy of the statein the sameway as other
members.

Severalgroupcommunicatiorprotocolshavebeende-
veloped. Many of theseprotocolsprovide strongconsis-
tencyguaranteegjsuallyprovidingone-copyserializabil-
ity (1SR)sothatthegroupmemberdehaveasif theywere
asinglelogical principal. Someprotocolssuchasthelsis
ABCAST protocol [Birman87] ensurethat every princi-
pal receivesevery updatemessageso thatthereis never
any differencebetweengroup members. Othersallow
somedivergence,aslong asit doesnot violate 1SR:the
Isis CBCAST protocol[Birman9(Q andthe Psyncproto-
col [Mishra89 provide causalconsistencyLamport7g,
while voting protocols[Gifford79 ensurethata majority
of themembergerformtheupdate.

Protocolsthat provide 1SR cannotscaleto the large
numbersof group membersthat are requiredfor wide-
areasystems. When a client sendsan operationrequest
messageo thegroup,thegroupcannotreply until atleast
alargefraction of the grouphascommittedthe operation.
Theseprotocolsallow someclassesof operationsto in-
volve fewer memberghanothers,but someoperationin
every systemmustrequirethe synchronousparticipation
of at least/n membersfrom a membershipof size n.
Synchronousoperationsare not possiblewhen the net-
work canpartitionor whensystemsanbe disconnected.
Theyareinfeasiblewhencommunicationatencyis long:
an exchangeof message®n the Internetcanrequireas
muchastwo seconds.

Protocolsthatrelaxtheir serializabilityguaranteesan
scaleto large groups. Weak consistencyprotocolspro-
vide no serializability guarantee§Golding92a]. These

bine componentsform a fast and efficient interprocess Protocolsallow membersto differ for a while, aslong
communicatiorsubsysteniPeterson9p Thismechanism as every membereventuallyreceivesand actson every

hasbeenusedto constructa modularsystemfor building
consistentgroup communicationprotocols [Mishra92.
TheSynthesisperatingystenusegun-timecodesynthe-
sisto combineprotocolobjectsat run-time[Massalin89.

1.3 Group communication

A group communicationmechanismorganizesa set of
principals, acting as group members,nto a distributed
group. The mechanisnprovidesa group multicastpro-
tocol, by which eachmembercan senda messageo alll
groupmembers.

updatemessage. Any client requestcan be processed
by any singlemembey andthe resultingupdatemessage
propagate@synchronouslyo othergroupmembers.This
approachwasfirst formalizedin the epidemicreplication
protocolsusedin the Xerox Clearinghousenameservice
[Demers88 ThelazyReplicationsystermLadin91]pro-
videda combinationof weakandcausalkonsistency

We have developed the timestampedanti-entropy
(TSAE) protocol,whichprovidesefficient,reliablepropa-
gationof updatemessagethroughouthegroup. Like the
protocolausedn theClearinghousanemberperiodically
contacteachotherandexchangemessagesUnlike other
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FIGURE 1: Constructinggroupmembersandclientsusing
frameworks.

weak consistencyprotocols, TSAE maintainssummaries
of themessagesachprincipalhasreceivedandacknowl-
edged andusesthis informationto optimizecommunica-
tion. It ensureghat every messages reliably delivered
exactlyonceto eachmemberandthateverymembercan
determinavhenothermemberdavereceivedhemessage
Pallowing messagéogsto be maintainedcorrectly Un-
like othergroupcommunicatiorsystemsthe TSAE pro-
tocol only requiresweakly-consistentnembershipiews.
We havedescribedhe TSAE protocolandits performance
in moredetailin otherwork [Golding923.

2 Framework

We have usedan abstractframeworkto designandim-
plementweak-consistencgroupcommunicatiormecha-
nismsbasedon the TSAE protocol. This frameworkis
only part of a completeapplication. A completegroup
memberwould also include a frameworkfor communi-
catingwith clients. Figure 1 showshow groupmembers
andclientsmight be structured.

Thegroupcommunicatiorframeworkprovidestwo in-
terfaces. The first usesa lower-level network protocol
to exchangemessagesvith other principals. The other
acceptsnew messagefrom the applicationand delivers
messagefo it. The applicationappliesthe operationsn
deliveredmessage® updatethelocal copyof groupstate.

Theapplicationmaintainghe principal®copyof group
state. The semanticsof the group state determinethe
guaranteethatthegroupcommunicatioimechanisnmust
provide,andhencethe implementationgshatcanbe used
for eachcomponentn themechanism.

The groupcommunicatiorframeworkhasfive compo-
nents,as shownin Figure 2: a messagdog; message
delivery; messagerdering; and group membershigand
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Messages messages membership
. Message
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Timestamped | - ____ oo Membership
messages App | Group messages
Message Group
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Timestamped Message Memberships
messages delivery
FoA
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FIGURE 2: A frameworkfor constructingagroup
communicatiorsystem.Eachprincipalin thegroupincludesan
instanceof thisframework,in theform of objectsinstantiated
from concretémplementatiorclasses.

associatethembershiwiewcomponentsAn instantiated
frameworkincludesoneinstanceof eachcomponent.

The messagelelivery componentmplementsa multi-
castcommunicatiorservicethatexchangemessagewith
otherprincipals.It decodesncomingmessageandwrites
themto the messagédog, from which they will be deliv-
eredto the applicationor groupmembershigcomponent.
We assumethat this componentusesthe TSAE weak-
consistencyprotocol.

The group membershigomponentmaintainsthe local
view of the set of the principalsthat are in the group.
When the set changes perhapsbecausesome principal
hasjoinedthe group,this componentommunicatesvith
thegroupcomponentstotherprincipalsby sendinggroup
updatemessagethroughthemessagéog andthemessage
deliverycomponent.

The networkandthe messagelelivery componentan
reordermessagearbitrarily. The messag®rderingcom-
ponentprocessethestreanof incomingmessagewritten
to thelog to ensurethey are presentedo the application
in asensibleorder This stepmay requiredelayingsome
messagesintil the orderingcomponentan correctly es-
tablishthe order To ensurethis is possible the ordering
componentlsoprocessesutgoingmessagesothatthe
orderingcomponentst otherprincipalswill haveenough
informationto properlyordermessagesisuallyby adding
aheadeito eachmessageSeveralorderingsarepossible,
dependingon the componentmplementatiorselected.

A typical communicatiormight proceedasfollows: a
group memberreceivesan updaterequestfrom a client,



andtranslatesherequesinto agroupmessageThemes-
sageis givento the messagerderingcomponentwhich
addsa headercontainingorderinginformationandstores
the messagén thelog. Sometime laterthe messagele-
livery componensendshe messagéo otherprincipals.

At anotherprincipal, the messages receivedby that
principal®messagelelivery componentindis written to
the messagdog. Eventually the messag®rderingcom-
ponentcandetermindrom thelog andgroupstatethatthe
messageanbedeliveredto theapplication. Theapplica-
tioncomponenthenupdatesdts copyof thestateaccording
to the contentsof themessage.

3 The application

The applicationmaintainsthe principal® copy of group
state. The statehasa logical data model,whetheror not
the principals actually store the data. The datamodel
definesthe datato be shared,the operationsto be per
formedon thatdata,andcorrectnesgonstraintghatmust

thatmustbe checkedbeforethey areappliedto the data-

base. A messagerderingimplementatiorthat delivers

messagem atotalordercanprovideabasisfor consistent
conflict detection.

Someapplicationgequirethatthe datacontainunique
identifiers. Unigue identifiers are a commonsourceof
updatecollisionsin weakly consistentsystems because
differentprincipalscanusethe samedentifierin different
ways. In somecasesidentifiers can be generatednter-
nally, butin othercasegsheymustbeprovidedby theuser
Theirpresenceanalsodeterminevhethertwo groupscan
meigetheir state.

The shareddatamay include explicit versionor time-
stampnformation. If theydo, it maybepossibléoresolve
updateconflicts without requiring strict messageorder
ings,andtheorderingcomponentnaynotneedto append
timestamgnformationto messages.

3.1 The Refdbms application
The Refdbms3.0 systemimplementsa distributedbibli-

be maintained. The model determineswvhat guarantees ographicdatabase A Refdbmsdatabas&onsistsof a set

must be provided by the group communicationframe-
work andthereforewhatimplementationganbe usedfor
its components.

Someoperationgantolerateénconsistenor out-of-date
information. For example,updatinga hostaddressn a
distributed name service doesnot require knowing the
previousaddressandit is notnecessaryor everyreplica
in the serviceto observethe changemmediatelyaslong
thechangds propagatedvithouttoomuchdelay If every
operationon the group statecan tolerateinconsistency
thenthemessagéeliverycomponentanbeimplemented
with a protocolthatprovidesweakconsistency

The operationsallowedonthedatacandictatea partic-
ularmessagerdering.If all operationsarecommutative,
thatis, if they canbe appliedin any orderwith the same
netresult,the messagerderingcomponenneednotim-
posean orderon the messagespecifyingthe operations.
It is morelikely that operationswill be orderdependent,
in which caseatotalmessag®rderwill ensurethatevery
principalcomputeghe sameresultfor eachoperation.

If operationsareorderdependenandmessagearede-
livered eventually the applicationwill needto provide
mechanismdgor detectingandresolvingconflicting mes-

of referenceseachwith aninternaluniqueidentiber and
atag like Smith91 that humanscan useto namea ref-
erence. At all timesthe internalidentifier is guaranteed
to be unique. The tag shouldbe unique,but this is not
guaranteedor newly-addedeferencesntil all principals
holding a replicaof the databaseanobserveandresolve
conflicting updates Thereferencesreindexedby thetag
andby aninvertedindexof contentkeywords.

Three operationscan update the database: adding,
changinganddeletingreferencesThe updateoperations
areneithercommutativenoridempotentmeaninghatev-
ery updateoperatiormustbeperformedexactlyonce,and
in exactlythe sameorderby everyprincipal,if the data-
baseareto reachagreementThissuggestthatamessage
delivery componenshoulddeliver updatemessages a
totalorder andthatmessageshouldbedeliveredreliably.

Userscan also searchfor references. Searcheseed
not return completelycurrentinformation, as long as a
searchwill eventuallyrefiectanyupdate.Thisimpliesthat
eventualmessagelelivery is acceptablén the message
deliverycomponent.

Refdbmsis implementedisa setof programghatcom-
municateoverthelnternetusingTCP(segrigure3). Users

sages.For example,one principal could senda message cansubmitoperationswhich are written asmessageto

changingthe stateto one value, and anothercould con- alog. Fromtime to time the messagelelivery program
currentlysenda messagehangingit to a differentvalue. propagateshesemessageto anotherreplicaby connect-
Local-areadistributed systemscan use locking mecha- ing to a daemonthere, which in turn writes the update
nismsto avoid conflicts, but manywide-areaapplications messageo its log. Group membershipchangesare ex-

cannotwait for agloballockingoperatiorbeforeperform- changedatthesametime. Themessageleliveryprogram
ing anupdate.Instead principalsmakeoptimisticupdates anddaemortogetheiformthemessageeliveryandgroup
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databasewill eitherbe disjoint from every other sample
recordedor the samehost,or it will overlapwith another
sample. If it overlaps,the two samplesare combined.
Otherwise the hosthasbeenrebootedanda newinterval
hasbegun.
FIGURE 3: Structureof a Refdbmsprincipal. Thesystenuses Eachtime a tattler obtainsa new sample,it logically
reliableeventuadelivery implementedn themessageéelivery - multicaststhe sampleto othertattlers. Samplememging
programanddaemonandtotal messagerdering,implemented js commutativeand idempotent,so different operations
in thepostingprogram. cannotconflict and messageorderingis unimportantas
long asmessagearedeliveredreliably. However unlike
membershicomponents The messagerderingcompo- Refdbmsthe Tattlerdoesnotexplicitly implementames-
nentis containedin a postingprogramthat periodically Sagelog. The databaseontainsall the informationthat
determinesvhatupdatesanbedeliveredto thedatabase. Wouldbemaintainedn themessagég, sotheimplemen-
Usersat differentsitescansubmitconflicting updates. tationsof the messagerderinganddelivery components
Therearethreesourcesof conflict: addingtwo different canwork directly from thedatabase.
referenceswith the sametag; changingonereferencein ~ Eachtattleris composedbf four parts: a client inter-
two differentways;or deletingareferencehensubmitting face.apolling daemona databasedaemonandatattler
anotheroperationon it to a differentprincipal. Different daemon.Figure4 showsthis structure.The polling dae-
techniquesreusedto detectresolve andavoideachkind Monproducessampleobservationslt takessamplesata
of conflict. All of the techniquesmakeuseof messages SPeclied rate,andcanbe requestedo startor stopsam-
beingdeliveredin the sameorderat every principaland Pling usingthe client interface. The data basedaemon

Database Search

reliable exactly-oncenessagelelivery providesstablestoragefor sampleobservationgfrom the
polling daemon) and meta-datdrom the client interface
3.2 The Tattler system andthetattlerdaemon.All of the groupcommunication

] o o ) componentsreimplementedn thetattler daemonyhich
TheTattIersyStemS ad|Str|bUtedaVa|lab|l|ty monitorfor exchangesampleshost”stS, and membershipnforma_

theInternet[Long92. It monitorsa setof Internethosts, tion betweentattlersitesusingareliable,eventuabelivery
measuringhow oftenthey arerebootecandwhatfraction protocol.

of thetimetheyareavailable. Themeasurementretaken

from severalifferentnetworksitesto minimizetheeffect

of networkfailure ontheresults andto makethesampling 4 Message delivery
mechanisnvery reliable.

Eachmeasuremensite runs a tattler, which samples The messagelelivery componentills a function similar
hostuptimesand sharesthesemeasurementwith other tothetransportayerinthelSOlayerednetworkmodel,in
tattlers.Collectivelythetattlersmaintainalist of hoststo thatit exchangesnessagesvith otherprincipalswithout
monitorandcollectstatisticoonthem. Theclientinterface interpretingmessage&ontents.In our groupcommunica-
allows hoststo be addedor deletedfrom this list. The tion framework,it retrievesmessagesnterednto a mes-
recordedstatisticsconsistof a sequencef tuplesof the sagedog by othercomponentandtransmitshemto other
form (hostaddressboottime, sampletime) for eachhost principals.
being monitored. Eachtuple represent®neintervalthe  The delivery componenfprovidesguarantee®n mes-
hostwasknownto beavailable. sagereliability andlatency Thereliability guaranteale-

Only oneoperatiorupdatesa Tattlerdatabasemerging termineswhich principalsmustreceivea copyof themes-
a setof samples. A samplethatis beingmemgedinto a sageandlatencydetermineiowlongdeliverywill take.



TABLE 1: Possiblanessagéeliveryreliability guaranteefrom  TABLE 2: Possiblenessagéleliverylatencyguarantees.
strongesto weakest.

Kind Guarantee
Kind Guarantee
Synchronous  Delivery begins immediately and
Atomic Messageis either deliveredto every completeswithin aboundedime.
groupmemberor to none.Messagés
abortedf anygroupmembeifails. Interactive Delivery beginsmmediately butmay
requirea finite butunboundedime.
Reliable Deliveredto everyfunctioninggroup
membewortonone putfailedmembers Bounded Messagesnay be queuedor delayed,
neednot receivethe message.If the but delivery will completewithin a
sendefails, deliveryis notguaranteed boundedime.
butmayoccur
Eventual Messagesnay be queuedor delayed,
Quorum Deliveredto at leastsomefraction of andmayrequireafinitebutunbounded
the membership. If the senderfails, time to deliver.
deliveryis notguaranteed.
Besteffort Delivery attemptedo everymembey

delayedtheycanbedeliveredafterthenetworkor system
failure hasbeernrepaired.Thelnternetis essentiallynever
without partitions, and mobile computersmay spenda
substantiafraction of thetime disconnected.

There are severalpossiblemessageaeliability levels,  Eventualdeliveryalsoallowsthe systemto delaymes-
rangingfrom atomicto besteffort, aslistedin Table1. sageauntil inexpensivecommunicatioris available.This
Reliablemechanismgenerallyrequireextrastateateach might meanwaiting to transmitmessagesintil evening
principalandinducemoremessagéraffic thanunreliable when the network is less loaded. Some mobile sys-
ones.Theyrequirethesendeto retaina copyof themes- temsspendong periodsOsemi-connected®oughalow-
sagdn itsmessagég sothemessageanberetransmitted bandwidthwirelesslink, andit may be more effectiveto
if necessanandtheyrequirereceiverdo acknowledgén- wait to transmitmessageantil the systemis reconnected
comingmessagesBesteffort mechanism&ieednotkeep to a higherspeedink.
acopyof themessage. While bothRefdbmsandthe Tattleronly provideeven-

Reliabledelivery was usedfor both Refdbmsandthe tualdelivery, bothsystemsaremostconvenieniwvhenup-
Tattler Reliabledeliveryisessentialor Refdbmshecause datespropagatequickly. The Tattler takesstepsto in-
evena single lost messagecan causesomeprincipalto creasdhepropagatiomrateon observingchangeso group
missan updateand permanentlydiverge from the proper membershipor the list of monitoredhosts. This propa-
value. Reliability is lessessentiafor the Tattler, because gatesimportantchangeguickly, while ordinary updates
thatsystemcanrecoverfrom alost messag¢he nexttime arepropagatechormally
two databasearemeiged. Reliableeventualdelivery providesweak consistency

Messageatencycomplementseliability: it determines Everyupdatdo groupstateis encodedn amessageyhich
howlongprincipalsmayhaveto waitto receiveamessage is deliveredto everyprincipal. While themessagés being

butnoneareguaranteedo receivethe
message.

if it is deliveredto them. Therearetwo aspectgo latency:
whenthedelivery processegins,andwhenit ends. The
processcan either begin immediately or messagesan
be queuedfor later delivery Oncestarted,delivery can
completdn eitheraboundedime,or eventually Thefour
combinationsarelistedin Table2. Otherguaranteesan
beusedthatfall betweerthe oneslisted.

sentsomeprincipalswill havereceivedhemessag&hile
otherswill not. This inconsistencybetweenprincipalsis
removedwhendeliverycompletes.

We havedevelopedhetimestampednti-entiopyproto-
colasoneimplementatiorof themessagedeliverycompo-
nent. It providesreliable,eventual exactly-oncanessage
delivery in wide-areadistributedsystems. We havedis-

Eventualdelivery was usedin both systemsbecause cussedhisprotocolin detailin otherworks[Golding92a].

synchronousr interactivedeliverycanseverelfimit fault It maintainsasummaryof themessageandacknowledg-
tolerance. In particularit makesthe systemlesstolerant mentsit hasreceived andperiodicallyexchangedatches
of networkpartitionsandsitefailures. If messagesanbe of messagebetweenpairsof principals. The summaries



makethe exchangeefficientby allowing eachprincipalto
sendonly the messagethe otherhasnot yet received. It

updatecorflicts cannotbe resolvedwithout global mes-
sageorderings.Otherapplicationsimply cannoimaintain

maskstransientfailuresby periodicallyretrying message the necessarynformationin their groupstate.

exchangeswhich makesit ideal for the Internetandfor
mobilecomputing.

S Message log

Therearetwo differentmodelsfor storingandtransmitting
messagedn thefirstmodel,eachmessagés enterednto

a messagéog, sentto otherprincipals,andlater applied
to the groupstateby eachprincipal. Alternately it canbe

immediatelyappliedto the groupstateandits effectscan
be loggedand transmittedto other principals. Refdbms
usesa componenthatimplementsa messagéog, while

in the Tattler this componenis replacedby an interface
directly to the sampledatabase.

Messagdogs aresimple. Every updateoperationpro-
ducesone updatemessagewhich is then sentto every
groupmember After the messagerrivesat otherprinci-
pals,its operationcanbe appliedto the groupstate. The
messagesan be taggedwith timestampinformation so
that any orderingis possible. The group stateneednot

Deleting items from the group staterequiresspecial
consideratiorwhen messagédogs are not used. Deletion
shouldbeastableproperty:onceanitemhasbeendeleted,
it shouldremainsoforever Theitem shouldnot sponta-
neouslyreappearthoughof coursea new item with the
samevalue could be addedby an application. A record
of the deletionmustbe maintaineduntil the deletionhas
beenobservedby all principals,so thatno principal can
missthe operationandre-introduceheitemto otherprin-
cipals. In the Clearinghouseaheserecordswere called
deathcertibcates[Demers88, while the Bloch-Daniels-
Spectodistributeddictionaryalgorithm[Bloch87] places
timestampon the gapsbetweenitemsaswell ason the
itemsthemselves. The Tattler usesthe deathcertificate
approacho trackhoststhatshouldno longerbe polled.

6 Message ordering

The messagerderingcomponents responsiblefor en-
suringthatmessagearedeliveredto the applicationin a

includeany extrainformationto ensurethatthe message well-definedorder This ordermay be differentfrom the

orderingcomponentanestablisttheright order

Propagatingeffects ratherthan updatesis more com-
plex, butit canbe amoreefficientsolutionwheneventual
delivery is allowable. If a part of the group stateis up-
datedvery often, the resultsof severaloperationscanbe
collapsedinto a singleresult. Thatresultcanbe sentto
otherprincipals,ratherthanone messagdor eachopera-
tion.

Sincethereare no messagesthe group statemustin-
clude orderingor timestampinformation. In the Tattler
eachsamplecontainsa timestamp. When updatesare
propagatedirom one principal to anothey samplesare
exchangedand memged into the other database. In the

orderin which messagesarereceived. For example,an
applicationshouldreceiveupdatedo adatabaseecordaf-
terthemessagereatingtherecord. Evenif themessages
were sentin the right ordet they may be rearrangedn
transitandarrive attheir destinatiorin a differentorder

Table3 liststhefour mostcommonmessag®erderings.
Someof theseensureghatmessagearedeliveredto every
principalin thesameorder Otherorderinggespecpoten-
tial causality: if thereis any possibility thatthe contents
of onemessagelependntheeffectsof anothemessage,
theorderingcomponenguaranteethattheothermessage
will bedeliveredfirst.

The Tattler doesnot requirea messagerder because

Tattler, the sampletimestampis usedjust as a message theoperationof memging a sampleinto thedatabasés not

timestampwould be. A samplein the databasenay re-
flectthememging of severameasurementsptherecanbe
fewer samplessentbetweenprincipalsthanif eachmea-
surementvereloggedindividually. Somesystemghatuse
stateexchangeanalsotoleratesomelost Omessages®-
causethevaluecanbeobtainedfrom a differentprincipal
in alaterupdateexchange.

Unfortunately many applicationscannotuse stateex-
change.lIt is impossibleto constructglobal orderingson

orderdependent. A samplerepresentsa rangeof times
thatahostwasknownto becontinuouslyavailable.When
anewsampleis to be processedit will eitheroverlapan
existingsample,n which casethetwo will be combined,
or it represents newrange.

The operationson a Refdbmsdatabasepn the other
hand,areorderdependentThevalueof areferences the
valueof thelastupdateappliedtoit. Fortwo principalsto
recordthe samevaluefor areferencetheymustapplythe

updatesheforethey are appliedto the databasdecause sameupdatesn thesameorder In Refdbmstheordering

updatesare alwaysappliedimmediately In the Tattler,
neitherthe messagéog northemessagerderingcompo-
nentexist. In somedistributedsystemssuchasRefdbms,

componenttags eachupdatemessagewith a timestamp
from its originator@ clock. Messagesrethenappliedto
thedatabasén timestamporder Thistechniquecorrectly



TABLE 3: Fourpopularmessagerderingguarantees.

Kind Guarantee

Total,causal The strongestordering. Messages
are delivered in the same order at
every principal, and that order re-
spectspotential causalrelations be-
tweenmessages.

Total,noncausal  Messagesare deliveredin the same
order at every principal, but that or-
der may not alwaysrespectpotential
causakrelations.

Causal Messagearedeliveredn anorderthat
respectpotentialcausalrelations. If
twomessagesouldbecausallyrelated
theyaredeliveredin the sameorderat
everyprincipal. If they are not, they
maybedeliveredin differentorders.
Unordered  Messagearedeliveredwithoutregard
for order

producesatotal (but not causal)messag®rderaslong as
everyprincipal hasaccesgo alocal clock thatis loosely
synchronizedwith other clocks. This schemeis biased
sothatmessage®om principalswhoseclockslag behind
otherswill always be applied before thosewith faster

running clocks. Clocks on Internethostsare generally
synchronizedo within afew minutes. The meaninterval

betweenconcurrentupdateds generallymuchlarger, so

this biashasilittle effect.

A messageordering mechanisncan be evaluatedby
the amountof extrainformation that must be appended
to messagedyy the amountof stateeachprincipal must
maintain,andby thedelayit imposesetweerreceiptand
delivery Somecausally-consistennechanismssuchas
Psync[Mishra89, requirethatmessagebetaggedwith a
numberof timestamp®r messag&entifiers. Total order
ings canbe accomplishedvith a perprincipal counteror
timestamp thoughthe resultingorderwill not be causal
unlessthe counteror timestamprespectsausality

Messageorderingcanrequiredelayingupdatedor ex-
tendedperiods. Users,on the other hand, may needto
usethe resultsof an updateimmediately Refdbmsre-
solvesthis by making recentdatabasehangesavailable
in a pendingimageof areferencelf thereareconflicting
updatesthe contentsof the pendingimageare only an
approximatiorof the final reference.The pendingimage
is removedwhenthereare no updateoperationpending

for thereference.The pendingimagecanberetrievedby
providing a tag of the form Smith92.pending. This al-
lows citationsof pendingreferencedo be embeddedn a
IATEX documenbr sentto anotheuserby electroniamail.

Our performanceevaluationgGolding93]haveshown
that the simple total orderingusedin Refdbmsdoesnot
substantiallydelay messagedelivery on average. Mes-
sagesare delayedat most by the maximum difference
betweenclocks, plusthe delaybetweerreceivinga mes-
sageandreceivingagreateior equaltimestamgromevery
othergroupmember

7 Group membership

This components responsibleor maintainingthe local
view of the principalsthat makeup the group. As with
updatego applicationstate changeso membershiyiews
arepropagatecventuallyfrom onegroupmemberto an-
other which allowsthe operationof addingandremov-
ing group membersto scaleto very large groups. This
approachcan be contrastedto other group membership
systemssuch as Isis or Psync,which maintain consis-
tent group views and require synchronousoperationsto
changethe group membership. Persistenigroup mem-
bersfurther simplify group managemenbecausdailure
of groupmemberseednot be considered.

Therearetwo fundamentallydifferentmodelsfor group
membershipdependingn whethergroupmemberships
basedon a join/leaveprotocol or whetherit is a process
of discoveringgroup members. The first mechanisms
usedin many existing systems,including Isis, Arjuna,
mostreplicationprotocols,and our systems.The second
mechanismhas beenproposedby Cristian [Cristian91],
andworkshby discoveringwhatprincipalsbelievetheyare
members. It generallyrequiresglobal broadcastwhich
is infeasiblein networksthe size of the Internet. This
mechanisms not consideredurther.

Principalsjoin andleavethe group by executingjoin
andleave protocols.To join the group,the principal con-
tactsanexistingmemberwhich actsasthenewmembe®
sponsor The sponsorfirst addsthe new memberto its
local groupview, sendsan updatemessagéo the group,
thensendsacopyof its applicationstate messagéog, and
groupview to thenewmember A principalis considered
to beamembemwhenit andits sponsoicommittheir their
changedyroupviews. To leavea group,a membersends
an updatemessagdo the group indicating its intent to
leave.Whenatleastoneothermembethasacknowledged
the messagethe membercandestroyits state. Between
sendingthe messagendreceivingthe acknowledgment
the memberentersa specialstatewhereit cannotorig-



inate messageshut doesexchangemessagesvith other  Eventuallywe expectthis work to leadto a general-

members. We haveproventhat this approachis correct purposetoolkit, but evennow it providesa structurefor

whencomposedvith the TSAE messagelelivery proto- reasoningaboutand designingapplications,and it is a

col [Golding92b,Golding92a].We havealsodevelopedh valuablealternativeto ad hoc applicationconstruction.

variantontheseprotocolsthatallow two groupsto meige. Some modular architectureof this sort is necessanyif
Ourexperiencevith thisgroupmembershipnechanism wide-arealistributedapplicationsareto becomecommon,

in Refdbmsis generallypositive. It usesthe join-leave efficient,andeasyto construct.

implementatiorbecausehereis no sensiblevay to merge

two databasesThe Tattler usesthe implementatiorthat

allows group memges becausets samplingoperationis Acknowledgments

basecon meging sampleresults. John Wilkes, of the Concurrent Systems Project at
In some systemsthesegroup view updatemessages yq,yjett-PackardLaboratories, developedthe original
areprocessedy themessagerderingcomponensothatl getihmssystemand has assistedus in developingthe
groupchangesreorderedvith respectoapplicatiomes- yistrihytedversion. Refdbmsdevelopmenhasalsobeen
sages.For example everymembercanobserveaprinci- - ,ggistedhy the ComputeiSystemsResearciGroupandby
pal joining the group at the samepoint in the message {he MammothProject,both at the University of Califor-
sequenceln the RefdbmsandTattler systemshowever 5 ot Berkeley Kim Taylor, of UC SantaCruz, assisted
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the operationon groupstatedependon the membership. protocols.

Thereforegroup messagesre deliveredindependenpf
applicationupdatemessages.
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